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Largest Companies by Marketcap
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Apa bedanya dirampok
dengan diretas

Murahin harga KUOTA INTERNET, bang

- Kehilangan data sensitif karena
diretas selain menderita
kerugian finansial juga
menderita kerugian reputasi dan
orang lain ikut menderita
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lantangan
Verifikasi
Digital
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Verifikasi Digital dan Ancamannya

[ Password TFA
—~Keylogger, - Two Factor
Rootkit (malware) Authentication
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Malware Lumma

Mencurl
kredensial
browser

Memalsukan Mengincar

add on kripto

Captcha




Two factor authentication

SMS Google Authenticator / Token
Authy



Mengapa
SMS OTP
populer ?
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Mengapa
TFA SMS
kurang
aman ?
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SMS menggunakan SS7
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Salah Siapa kalau SMS OTP Bocor ?

L3

NASABAH ? BANK ?
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Solusi
(user)
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Solusi
(bank)
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Call paman
onetime




o Myvaul Took  Settings
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& IDENTIFIED BY TRUECALLER
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AWAS !! Penipu Kere Palsukan Bank BSI. Hati-hati. ~
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Message
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Diskon 66rb buat Kamu

Tokopedia
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Truecaller

@ 0857-607
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1527 unread conversations

Robot Dokter

'@ Top sp

Sales Gps Ib
Top spa ner

Spammer Sks

Agen Riba

Tawaran Terbaik & Mudah dr Multifinance Ajukan -BP"KB-...

Kurang Kerjaan

Ajukan Promo KTA Permata P!njaman Tunai Bukan PINJO...

Tawaran Riba

assalamualaikum wr.wb Ajukan Kendaraan anda Mobil/M...

Judi Online

Main Slots Games PLAYBET788 bit.ly/PL4YB3T788 moda...

Spam

Mediasi penutupan CC diskon 30% s/d 65% Cicil sesuai ke...

Penipu Pesugihan Ngepet
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Contacts Premium
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- 6/18/21

©

Blocking
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Facebook:john@acme.com

facebook

FACEROOK TOKEN IS

638 197 &

652@©O A ¢

(\\) Twilio Authy 2-Factor
Authentication

What's new

Developer contact

Authy
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Dashboard Controls Events () WGM-Cikini (004) X [3) Generate report

[2) v Search DQL v Last 24 hours Show dates C Refresh
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PCI DSS Requirements



E W.

Dashboard

Search

PCI DSS

Controls

manager.name: ip-172-31-65-197

PCI DSS

Requirement 2
Requirement 10
Requirement 4
Requirement 8
Requirement 6
Requirement 1
Requirement 11

Requirement 5

rule.pci_dss: exists

WGM-Cikini

Events

agent.id: 004 X

View details of 2.2

2.2 - Develop configurati... [/} (#) 398

+ Add filter

DQL

10.2.5 - Use of and changes to ...

2.2 - Develop configuration standards for all

2.2.4 - Configure Sy system components. Assure that these

standards address all known security
vulnerabilities and are consistent with industry .
8.2.4 - Change user accepted system hardening standards (CIS, 1S0, N, stopping, ...

SANS, NIST).

1.3.4 - Do not allow unauunorize...

1.1.1 - A formal process for appr...

6.5 - Address common coding v...

6.5.7 - Cross-site scripting (XSS)

8.1.5 - Manage IDs used by thir...

10.1 - Implement audit trails to li...

Z.Z.£ - ENdRIE 011y necessary s...

1.4 - Install personal firewall soft...

6.5.1 - Injection flaws, particularl...

6.5.10 - Broken authentication a...

8.1.6 - Limit repeated access att...

10.2.1 - All individual user acces...

additional sec...

128
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v Last 24 hours

4.1 - Use strong cryptography a...
6.2 - Ensure that all system com...
8.1.2 - Control addition, deletion...
6.5.8 - Improper access control ...

5.1 - Deploy anti-virus software ...

6.5.2 - Buffer overflows

6.6 - For public-facing web appl...

8.5.1 - Additional requirement fo...

10.2.2 - All actions taken by any ...

44

(?) WGM-Cikil

Show dates ‘

Hide requirements with no alert:

10.6.1 - Review the following at |..

8.1.8 - If a session has been idle..

10.4 - Using time-synchronizati...

11.4 - Use intrusion detection an.

5.2 - Ensure that all anti-virus m..

6.5.5 - Improper error handling

8.1.4 - Remove/disable inactive ..

8.7 - All access to any data’

10.2.4 - Invalid logical acce.



Bank di
Indonesia
hadapi

tantangan
lebih berat

@alfonstan

Bank di Indonesiamenghadapi tantangan yang lebih
besar dibandingkan negara lain di Asean karena data
kependudukannya sudah bocor.

Ibarat biasa nyetir di Indonesia, kalua nyetir di
Malaysia atau Singapura, soal skill sih ngga usah
khawatir. Cuma soal disiplin itu perlu belajar banyak.

Promosi iPhone
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Anti-Scam
BB Centre

PUSAT PENANGANAN PENIPUAN TRANSAKSI KEUANGAN

Pusat Penanganan Penipuan Transaksi Keuangan

Jika Anda menjadi korban penipuan di sektor keuangan. Segera laporkan!

Lapor Sekarang

Cek Laporan

@alfonstan
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PEMBERANTASAN AKTIVITAS KEUANGAN ILEGAL




Tindakan Kuratif




Tindakan Preventif




